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- THE WHITE HOUSE - FE:E:?;:;‘ ~7;‘

203

WASHINGTON

CONTIDENTIAL . Y

P SN . .

November 8, 1582

-

MZMORANDUM FOR TEE SECRETARY OF STATE
THE SECRETARY OF DEFENSE
TEE ATTORNEY GENERAL
TEE DIRECTOR, OFFICE OF MANAGEMERT AND BUDGET
TEE DIRECTOR OF CENTRAL INTELLIGENCE
CEAIRMAN, SOINT CHIEFS OF STAFT

T

y

ST3JECT Comments on Intelligence Matters (U)

The President has asked me to reaffirm the longstanding
policy that we will not comment on intelligence matters.
~E§fcrts to clarify public reports of intellicence informa-
ticn, no matter how well intendeg, generally prove %o be
counterproductive. The resultant cycle can leaé to the
coxmpromise of extremely sensitive information and grave
czmace to our national security. Exception to this policy
can De granted only by the Assistant to the President for
Naticnzl Security Affairs based on the recommendation of
the DCI. (C)

The President is determined that a2ll officials af thisg
government understand this policy clearly and complv with
it fully. Please take appropriate steps to brief-yaur
subordinates and suboréinate elements. (0)

OR “%:

]

l|J
1

Z PRISIDENT:

E

) .- ~ -
SR T .*

SN

William P. Clazk = _

.o . ’ bay
. - . &EC
: L
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THE WHITE HOUSE °G318

WASHINGTON

Exacuive dzjiaty

&3-11sf]

March 11, 1983

MEMORANDUM FOP THF VICE PRESIDENT
THE SECRETARY OF STATE
THE SECRETARY OF THE TrEASURY
THE SECRETARY OF DEFENSE

- THE ATTORNEY GENERAL

: THE SECRETARY OF INTERIOR
THE SECRETARY OF AGRICULTURE
THE SECRETARY OF COMMERCE
THE SECRETARY OF LABOR
THE SECRETARY ‘OF HEALTH AND HUMAN SFPVICES
THE SECRETARY OF HOUSING AND URBAN DEVELOPMENT
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
COUNSELLOR TO TEE PRESIDENT
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET
THE DIRECTOR OF CENTRAL INTELLIGENCE :
UNITED STATES REPRESENTATIVE TO THE UNITED NATIONS
UNITED STATES TPADE REPRESENTATIVE &
CHIEF OF STAFF TO THE PRESIDENT
DEPUTY CHIFF OF STAFF TQ THE PRESIDENT .
ASSISTANT TO THE PRESIDENT FOR FCLICY DEVELOPMENT
DIPECTOR, WHITE HOUSE MILITARY OFFICE
CHAIRMAN, PRESIDENT'S FOREIGN INTELLIGENCE ADVISORY
BOARD
CHAIRMAN, PRESIDENT'S INTELLIGENCE OVERSIGHT BOARD
CHAIPMAN, COUNCIL OF ECCNOMIC ADVISEPRS
CHAIRMAN, COUNCIL CN ENVIRONMENTAL QUALITY
CHAIRMAN, JOINT CHIEFS OF STAFF
CHAIRMAN, NUCLEAR REGULATORY COMMISSION
ADMINISTRATOR, AGENCY FOR INTERNATIONAT, DEVFT,CEMENT
DIRECTOR, ARMS CONTROL AND DISARMAMENT AGENCY
DIRECTOR, OFFICE OF SCIENCE AND TECHNOLOGV
ADMINISTRATOR, GENERAL SERVICES ADMINISTRATION
DIRECTOR, UNITED STATES INFORMATION AGENCY
ADMINISTRATOR, NATIONAI AFRONAUTICS AND SPACE
ADMINISTRATION

ADMINISTRATOR, ENVIRONMENTAI, PROTECTION AGENCY
DIRECTOR, FFEDERAL BUREAU OF INVESTIGZTION
DIRECTCR, FEDERAL EMERGENCY MANAGEMENT AGENCY

L)) 7

fis DD 15 m
EXEC
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DIRECTOR, NATIONAL SCIENCE FOUNDATION

DIRECTOR, NATIONAL SECURITY AGENCY

DIRECTOR, OFFICE OF PERSONNEL MAMAGEMENT
DIRECTOR, INFOPMATION SECURITY OVERSIGHT OFFICE

SUBJECT: NSDD~84: Safeguarding Mational Security Information

The President has approved the attached National Security Decision
Directive on safequarding naticral security information. The
Director of the Information Security Oversight Office shall
distribute copies of the Directive to anv agency not listed above
that originates or handles national securitv information.

FOR THE PRESIDENT:

William P. Clark

e

Attachment

NSDD-84
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THZ WHITZ HOUSE

T NAr - e e - ..
WA Z =y 2T

March 11, 1983

Naticnal Secundity Decdsion
Direcidive Numben §4

Safeguarding National Security Information

" As stated in Executive Order 12356, only that information whose
disclosure would harm the national security interests of the
United States may be classified. Every effort should be mad€ to
declassify information that no longer requires protection in the
interest of national security.

At the same time, however, safegqguarding against unlawful disclosures
of properly classified information is a matter of grave concern

and high priority for this Administration. In addition to the
requirements set forth in Executive Order 12356, and based on the
recommendations contained in the interdepartmental report

forwarded by the Attorney General, I direct the following:

1. Each agency of the Executive Branch that originates
or handles classified information shall adopt internal procedures
to safeguard against unlawful disclosures of classified
information. Such procedures shall at a minimum provide as
follows:

a. All persons with authorized access®to classified
information shall be required to sign a nondisclosure
agreement as a condition of access. This requirement may
be implemented prospectively by agencies for which the
administrative burden of compliance would otherwise be
excessive. '

b. All persons with authorized access to Sensitive
Compartmented Information (SCI) shall be required to sign
a nondisclosure agreement as a condition of access to SCI
and other classified information. All such agreements
must include a provision for prepublication review to
assure deletion of SCI and other classified information.

c. All agreements required in paragraphs l.a. and
l.b. must be in a form determined by the Department of
Justice to be enforceable in a civil action brought by
the United States. The Director, Information Security
Oversight Office (ISOO), shall develop standardized
forms that satisfy these recuirements.

d. Appropriate policies shall be adopted to govern
contacts between media representatives and agency .personnel,
so as to reduce the opportunity for negligent or deliberate
disclosures of classified information. All persons with
authorized access to classified information shall be
clearly apprised of the agency's policies in this regard.
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< 2. Each agency of the Executive branch that originates or
handles classified information shall adopt internal procedures to
govern the reporting and investigation of unauthorized disclosures of
such information. Such procedures shall at a minimum provide that:

a. All such disclosures that the agency considers to
be seriously damaging to its mission and responsibilities
shall be evaluated to ascertain the nature of the information
disclosed and the extent to which it had been disseminated.

b. The agency shall conduct a preliminary 1nternal
investigation prior to or concurrently with seeking
investigative assistance from other agencies. -

c. The agency shall maintain records of disclosures
so evaluated and investigated.

d. Agencies in the possession of classified information
originating with.another agency shall cooperate with the
originating agency by conducting internal investigations of
the unauthorized disclosure of such information.

e. Persons determined by the agency to have knowingly
made such disclosures or to have refused cooperation with
investigations of such unauthorized disclosures will be denied
further access to classified information and subjected to
other administrative sanctions as appropriate.

3. - Unauthorlzed disclosures of classified information shall
be reported to the Department of Justice and the Tnformation
Security Oversight Office, as required by statute and Executive
orders. The Department of Justice shall continue to review
reported unauthorized disclosures of classified information to
determine whether FBI investigation is warranted. Interested
departments and agencies shall be consulted in developing criteria
for evaluating such matters and in determining which cases should
receive investigative priority. The FBI is. authorized to
investigate such matters as constitute potential violations of
federal criminal law, even though administrative sanctions may be
sought instead of criminal prosecution.

4. Nothing in this directive is intended to modify or
preclude interagency agreements between FBI and other criminal
investigative agencies regarding their responsibility for

- conducting investigations within their own agencies or departments.

5. The Office of Personnel Management and all departments
and agencies with employees having access to classified information
are directed to revise existing regulations -and policies, as
necessary, so that employees may be required to submit to polygraph
examinations, when appropriate, in the coursé of investigations of
unauthorized disclosures of classified information. As a minimum,
such regulations shall permit an agency to decide that appropriate
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adverse' consequences will follow an employee's refusal to cooperate
wlth a polygraph examination that is limited in scope to the
circumstances of the unauthorized disclosure under investigation.
Agency regulations may provide that only the head of the agency,

or his delegate, is empowered to order an employee to submit to a
polygraph examination. Results of polygraph examinations should
not be relied upon to the exclusion of other information obtained
during investigations. :

6. The Attorney General, in consultation with the Director,

- Office of Personnel Management, is requested to establish an

interdepartmental group to study the federal personnel security
program and recommend appropriate revisions in existing Executive
orcers, regulations, and guidelines. ' i}
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THE WHITE HOUSE

WASHIRBRGTON

MATIGHAL SECURITY DECISION
DIRECTIYE KUYBER 719

Pro rection of Classified Mational Security Council
and Intelligence Informaticn

Unauthorized disclosure of classified inforwmation under the
jurisdiction of the MNational Security Council and of classified
intelligence recorts is a problem of major proportions
within the U.S. Government. The Constitution of tha United
States provides for the protection of individual rlgh;s and
liberties, including freadom of speech and freedom of the.
press, but it also requires that government functions be
discharged efficiently and effectively, especially where the
rational security is involved. As President of th=2 United
States, I am responsible for ‘honoring both Constitutional
> .requirements, and I intend to do so in a balanced and careiul

manner. I do not believe, however, that the Constitutlion
-entitles government employees, entrusted with confidentizal
information critical to the functioning and effectivenass of
the Governneng, to disclose such informaziion with *mounlt{. o

. " ‘’»t this is p*ec1sely the sitbation we have. It mustonst ba—

allowed to conblnue-

To this end, I hereby . establlsh and dlrect irmplenant
the ;ollowlng pOllCleS- -

Cortach with the Hedla

All contacts Hlth any element of the news mediz in which
classified National Security Council matters ox classified
intelligence information are dlscussed will require the
advance approval of a senior of;1c1al- An administrative
mernorandira will bz prepared as soon as possible after the
contact, recording the subjects discussed and a2ll information

'Prov;ded to the media represonuatlves-

Access

The unauthorized disclosure of classified National Security
Council information, documents, and deliberations reguires
further control to limit access and to ensure an accurate
record of those who have had access.  The number of officials
with access to documents relating to NSC matters will b‘x .
kept to the minimum essential to the orderly conduct of

government'g business.

the

FOR OFFICIAL USE ONLY
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The governzent's lack of success in~1g1er:'t3;ry}nga]t;hipzzzicé;s
of unauthorized disclosure of classified b?t}og } :élli Y
Council information and docunents of Claé?lfls'si?hlina?;. 2
information must bz rem=died and appropriate 'L-»;.t‘-_go*iz;d
meazsures taken. Eenceforth, in the event‘_of u;; e=\5'~vho
disclosure of such information, goverr}menx_ empb_ic;: e

have had access to that information sn.}l bz z‘il Saa&ods-
investigation, to include the use of all leg

Aoplicability and Implementat ion

] _ . =y S Syt
The provisions of this directive shall b2 effecii\:iiiiidla‘-ly
and shall apply to all employees 9f, and ele?en il ,
agencies participating in thg Nateo?al Seccrltzwoszé;“t
system, including the Exacutive oifice of the -G;i: ;f%aifs
The Assistant to the President for hationz2l Sec byim 1em;n,
is directed to establish the detailed procadures to X ?~..—’h
policies. e T S R

T N QMQQ}”’?”‘ B

L.

T ENTEN N

!
.. -
]

[
e
J.;dlu ]

o+

“s .,

e e e X

. L
-
R” S 7

AN Vs

-
Ay

’
g

H ‘A.
o p 900 veseret? L2 R o Og‘o .
A

. £,

FOR OPFICIAL USZ GNLY

Declassified in Part - Sanitized Copy Abproved for Release 2012/04/16 : CIA-RDP86B00420R000100210004-4



Declassified in Part - Sanitized Copy Approved for Release 2012/04/16 : CIA-RDP86B00420R000100210004-4

NSDD-19, attached, was issued in January 1982 to set guidelines for the
protection of classified National Security Council and Intelligence
Information. It's implementation was soft-pedaled after a strong media
reaction. NSDD-19 was superseded by a memorandum signed by Judge Clark on 2
February 1982. It called for detailed procedures to implement policies and

resulted in the issuance of NSDD-84.
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T THE WHITE HOUSE

WASHIMGTON

MATICHAL SECURITY DECISION
DIRECTIVE KNUYBER 19

Protection of Classified Mational Security Council
and Intelligence Information

Unauthorized disclosure of classified information undex th?
jurisdiction of the National Security Council and oZX classified
intelligence recorts is a problem of major proportions
within the U.S. Government. The Constitution of the United
States provides for the protection of individual rlghts and
llbe*tles, including freedom of speech and freedom of the
press, but it also requires that government functions be
‘discharged efficiently and effectively, especially where the
rational security is involved. As President of tha United
States, I am responsible for ‘honoring both Constitutional
‘requirements, and I intend to do so in a balanced and careiul
mann2r. I do not believe, however, that the Constitution
-entitles government employees, entrusted with conx fidential
information critical to the functioning and effectivenass of
C the Government, to disclose such information with *madn*uf.

- " ‘2t this is'@rec1sely the situatior we have. It musSt.nst ba—.

allowed to continue.

w

o

To this end, 1 hereby establlsh and dlrect irplemantation of

the *ollowlng pollcxes-

Coptac;s with the Hedla

All c0ntact5 s»th any element of the news mediz in which
classified National Security Council matters ox classified
intelligence 1nformat10n are dlscussed will require the
advance approval of a senior official. An administrative
mernorandiza will be prepared as soon as possxble after the
contact, recordlng the subjects discussed and all inforzation

-provided to the media represon;atlveg-

Access

The unauthorized disclosure of classified National Secgrity
Council information, documents, and delibexations reguires
further control to limit access and to ensure an accurate
record of those who have had access. The number of officials
with access to documents relating to NSC matters will ba .
kept to the minimum esserntial to the orderly conduct of the

government®s business.

FOR OFFICrar uUsSz ONLY
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fha government®'s lack of success in‘1§eqt%£y%nga;hzmzztif?s
of unauthorized disclosure of classified hét}on _ :vlli :ica
Council information and documents of cla§51fleQ i?hiinagg‘ a
;information must bz remadied and appropriate dlff;ﬁ *izég
mezsures taken. Eenceforth, in the event of unau aq~uho
disclosure of such information, govarnment emplqyegsho

havé nad access to that information will bz S;bizzhoés
investigationl to include the use of all legal © -

Applicability and Implementation

. ‘ ’ v 3 Sy
The provisions of this directive shall bz effeczniiiﬁ:ﬁla“ly
and shall apply to all employees of, and el_e'.cim z wathin,
agencies participating in the National Secwzl_zmo:izl;:E
system, including the Exacutive Offlce.of the _h~§: ;f;aﬁ*s
The Assistant to the President for Bational Secuxaity ;. irs
is directed to establish the detailed procedures to megﬁgﬂs%an_
pOlicies'. o S
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February 2, 1982

MEMORANDUM FOR THE SECRETARY OF STATE
THE SECRETARY OF THT TREASURY
THE SECRETARY OF DEFE!NSE
THE ATTORNEY GENERAL
THE SECRETARY OF THZ INTERIOR
THE SECRETARY OF AGRICULTURE
THE SECRETARY OF CCMMERCE
THE SECRETARY OF TXRANGPORTATION
THE SECRETARY OF ENERGY
THE DIRECTOR, OF:IC:Z JOF MAMLCIZMUNT AND BUDGET
THE DIRECTOR OF CEMNTIAL INTELLICGENCE
TEZ UNITEZD STATES PRIPRESENTRIIVE TO THZ URITED NATIONS
TEHE UNITED S,“TE° TPADE REPFISINTATIVE
THE CHAIRMAN, JOINT CHIEFS O°F JIAFT
PHE CHAIRMAN, NUCLE2AR REGULILTIEY TOMMIEIULY
THE DIRECTOR, ARNMS TONTROL ..U7D DIZaPMANINT ACGTICY
THE DIRECTCR, OrrICEZ OF SCIZWCE AND TCiHNOLOLY
THE ADMINISTRATOR, GENERAL SZrRVICES ADMINISTRATION
TEE ADMINISTRATOR, NATIONRL AEPONAUTICSE AND
. ' SPACE ADMINISTRATION

THE DIRECTOR, FEDETAL BUREAU OF INVESTIGATICH

TEE DIRECTOR, FIDERAL EMERGENCY MANAGEHMENT AGEINCY

SURJECT: Implementation of HSDD-19 on Prot=zction of
Clasgified natloﬂal Security Council and
Intelligence *n*ormﬂtlon :

The President signed NSDD~19 on January 12, dealing with

l9g2,

protection of classified National Security Council and Intelligence

Information, directing thzt I establish procedurss to irolement

its policy guidelines. This memorandum (1) suczrsades LSDR-19,

(2) establishes procedures for protecticon of Nztional Security

Council Informaticn as heredin defined, (2 dirccts asency heads
~%o issue instructions in conformity with thiss protedures,

(4) directs the Director of Central Intellicence to develop

Antelligance
:ral to cenvona

of existing lauws
infecrr.ation.

similar procedures for protection cf classifii
inforriation, and (5) requassts the Attorney Cer
an interdspartmental group on the effectivan
against unauthorized disclosure of classifiz

‘J
340
c ﬂ‘ a (}

'L l.) (L
n

.\ BNCLARSFEFED
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UNCLASSIFIED

National Securitv Council Information

:
contained in: (1) any dJdocument prapared by or intgnded.primarxly ..
for use bv th= NSC, its interagency grours as defln&@ in N§DD—2,
or its associated committees and groups, and (?) deliberatiors
of the NSC, its interagency grcugs as defined 1in NSDD-2, or its
. associated committees and groups.

Access /f/gc /_'nﬁ/’wd?’

nny agency or departrent handling NSC Informatiog will hold Fhe i
number of persons having access to such information to the absalute
minimum consistent with efficient opsrations oI the RNSC system.

and will strictly control document dissemination and reproduc:z:on
to carry out existing law. A numbergd cover sheet bearing the
notation appearing below will be aff;xed to ea;h LofBh o) of akdocument
containing NSC Information. The cover sheet will k2 attacked at
the time it is submitted to an Assistant Secretary OI equivalent
jevel. The NSC will provide sample cover sheeis to deﬁe'
2nd agencies who will then be responsible for further c-:
and administration. -

= NOTICE

The attached document contains classified Natlona:
Security Courncil Information. It is tO be read ard
discussed only by persons authorized by law.

Your signature acknowledges you arce such a person and

you promise ycu will show or disguss informat}on
contained in the document only with persons who are
authorized by law to have zcc¢ass tO thies document. .

Persons handling this document acknowledge he or
che knows and understands the security law relating
thereto and will cooperate fully with any layful
investigaticn by the Unitez ltates Govarn;i§:

into any unacthorized disclcsurea of classified
information contained herein.

\

mplementation -

L

“'agqency and department heads will forward to thz NSC implementing
éj)' jmstructions on these procedures no later then iarch 15, 1982.

.

UNCLASSIFIED
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UNCLASSIFIED

The DPCI will also submit by that date.fog”NscmconsidgnationpqraEt
procedures for protection of sensitive intellicence _;nﬁo:r;g_t_lon —
/i;) within . its _control. Such procedures will be cleared within thea

Intelligence Community and dissenting views will oe noted. .

The Attorney General 1s requested to convene by March 1,—1982f

an interagency group to report to the Pre51den§ Qn.the e:fgctxyeness
. of existing statutes and Executive Orders prohibkiting unauthorized

disclosure of classjfied information. The report should be

submitted by April 1, 1982.

FOR THE PRESIDENT:

(i).:;QpA,; %

Wilidiam P. Clark

UNCLASSIFIED
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Central Intelligence Agency
Office of the Deputy Director for Intelligence

9 July 1984

NOTE FOR: Director of Central Intelligence
Deputy Director of Central
Intelligence

FROM: Acting Deputy Director for
Intelligence

We have had an opportunity to look at
the draft PFIAB report on CIA and DIA
estimates on Soviet Defense Spending. Some
recommendations in the report are troublesome
if not silly. We have provided to the PFIAB
staff some general comments on their recom-
mendations but, given the nature of their
report, we doubt that the staff will change

L T

.much.

In my view, it could create serious
problems if the PFIAB report goes to the
President without accdmpanying comments from
you. When you meet with the PFIAB this
Thursday, I recommend that you ask them to
send you the report, as revised after their
conversations with our officers, and agree to
forward your comments on it to the President
along with their report.

Richard J. Kerr

Declassified in Part - Sanitized Copy Approved for Release 2012/04/16 : CIA-RDP86B00420R000100210004-4
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SECRET

DDI #03709-84
26 June 1984

MEMORANDUM FOR: Director of Central Intelligence
Deputy Director of Central Intelligence

FROM

e

Deputy Director for Intelligence

25X1

SUBJECT Soviet Defense Costing Estimate

1. I have pursued the question of a joint CIA/DIA estmate
on Soviet defense spending tp be issued in September or
October. Let me describe the obstacle that I have discovered.
People around town talk about. CIA and DIA costing estimates as if
they were two equally elaborate analytical efforts with equal
validity based on the accumulation of intelligence data.
Although it sounds parochial, the time has come to face
reality: the comparison is not between apples and apples or
apples and oranges but between an apple and a raisin.

-=- DIA's dollar effort on costing which is based on 150 of
300 weapons programs is based principally on
projections, not data. For example, we will not do
estimates on Soviet procurement for 1983 til 1985
because the data won't be available -- the work we are
currently doing will be for 1982, just as last year's
paper was on 1981.

=— In their 1983 assessment, part of which was announced
last month, they cite serial production of a follow-on
to the SS-19 missile. There is absolutely no evidence
to a follow-on to that missile in test much less that
one is in serial production. So we have no idea where
they get that.

—-—- With respect to ruble costing or level of burden, you
should understand that DIA simply extrapolates a
straight line projection of one-third of the state
budget from year to year.

-= Moreover, there is no requirement inside DIA that the
data of one assessment be internally consistent with
that of another or even internally within the same
estimate. The fact is we ended up having to help DIA
understand what they themselves were doing. [:::%j
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2. Before we set in concrete how to approach this "common
estimate” for this fall, I think you both need about 20 minutes 25X1
from Doug MacEachin and not just on the
methodological differences 1in approach between ourselves and DIA
but, more importantly, the difference in the scope and
sophistication of the effort. As indicated above, DIA is trying
to put out figures on 1983; we are unprepared to do that because
we do not have data in hand that would enable us to do it with
any confidence much less high confidence. So right there is a
major difference in approach on the costing estimate we are doing

right now that will make this very difficult. ] 25X1

3. I think all three of us probably wish this whole costing
effort would just disappear because I don't know of a single
substantive subject that breeds as much heartburn and as little
positive return. Nevertheless, we have to deal with it and I
think it is important that you be able to convey the difference
in the effort as between CIA and DIA in a conversation with the
Secretary. From my vantage point, and we can discuss it further
when I return, a joint paper looks out of the question. Separate
papers are a possibility but, we have such great uncertainties
about projections that are less than a year old that we would
prefer only to do 1982 rather than 1983. I am asking Dick KRerr
to set up a meeting between the two of you and the two from SOVA
so that you can hear some of this first-hand and get a better
appreciation of the problem. It is more than just a difference
in numbers between the two agencies.

25X1
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Robert M. Gates
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Central Intelligence Agency
Office of the Deputy Director for Intelligence

11 July 1984 j

NOTE FOR: Director of Central Intelligence

FROM: Acting Deputy Director for
Intelligence

Attached are SOVA comments on the Pipes
evaluation of the analysis of Soviet Politics.
I agree with much of the comments by SOVA.
Pipes is off-base on Poland and succession,
but it is hard to argue with some of his
conclusions and recommendations. We do
need to improve the integration of our
political, military, and economic analysis.
We do have some blinders and biases when it
comes to political analysis of Soviet
intentions. While we are working on some
of these issues, they have not been solved
and we do not want to go back to PFIAB
suggesting that our Soviet analysis is
in wonderful shape.

I suggest that you acknowledge problems
in this area but indicate that the reorganization,
management awareness, and an attempt to up-
grade personnel are efforts now underway.
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